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This document provides the i3 forum`s perspective on FCC robocalls order
issued in 2020 impacting international voice traffic directed to USA.
The scope includes the description of FCC order sections affecting voice traffic
generated outside USA, timing and filing requirements set by regulation and
actions required by wholesale operators to continue delivering traffic towards
USA fixed and mobile subscribers. It also describes possible enhancements
that could be adopted by not US based operators in order to protect voice
calling party identity from being tampered or manipulated along the call path,
with the aim to deliver to end subscribers voice calls with calling identity
“certified” and trusted.
It does not intend to duplicate other existing specifications or documents on
the same issue, but to complement these documents with the perspective of
the International Carrier members of i3forum.
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1. Scope and objective of the document
The goal of this document is to provide a common understanding, by the international carrier
community and for the international carrier community, into the FCC’s robocalling regulations and their
impact on international carriers managing voice traffic terminating to the US. Our intent is to clear up
any confusion and highlight any issues that are critical and meaningful to international carriers. This
paper should provide a reference for international carriers describing what the regulations are and why
they are important to us (central reference point describing what it is and why it’s important from the
perspective of international carriers).
This document is not intended to provide specific directions, actions, or guidance for international
carriers in terms of compliancy issues or questions regarding FCC regulations or mandates. Each
carrier should work closely with their legal departments in terms of compliancy issues and or
questions.
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2.

Symbols and Acronyms

ATIS
CA
CLI
CNAM
CVT
FCC
RMD
NANP
SHAKEN
STIR
TRACED

Alliance for Telecommunications Industry Solutions
Certification Authority
Calling Line Identification
Caller NAMe
Call Validation Treatment
Federal Communications Commission
Robocall Mitigation Database
North American Numbering Plan
Signature-based Handling of Asserted information using toKENs
Secure Telephone Identity Revised
Telephone Robocall Abuse Criminal Enforcement and Deterrence
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4.

Introduction

In 2019 the Telephone Robocall Abuse Criminal Enforcement and Deterrence Act (TRACED
Act) was issued by US Congress. This bill implemented a forfeiture penalty for violations of
the prohibition on certain robocalls (see [5] par. 5.3.2 for Robocalling definition). It also
required voice service providers to develop call authentication technologies and FCC to
promulgate rules establishing when a provider may block a voice call based on information
provided by the call authentication framework.
In 2020 FCC issued the Second Report and Order on Call Authentication [1] affecting all US
domestic voice traffic as well as foreign generated voice traffic with calling identity belonging
to portions of the North American Numbering Plan (NANP) that pertain to the US. For
international wholesale operators the latter includes two main traffic use cases:
1. US subscriber roaming abroad; in this case calls are generated in the visited network
(2G/3G coverage or CS fallback) with calling identity belonging to USA numbering
plan
2. US call center with overseas remote location; in this case calls are generated with
calling identity belonging to USA numbering plan
The goal of such regulation is to combat robocalling by being able to identify the real source
of illegal traffic thanks to call authentication technologies. Should these technologies not be
available on a specific source provider, robocall mitigation program adopted by the provider,
together with the collaboration of the intermediate and terminating providers to traceback
illegal calls along the call path, will lead to identify the real source of robocalls, so that proper
actions will follow immediately after.
Section 5 of this document describes how FCC Second Report and Order on Call
authentication affects foreign originated voice traffic, while Section 6 provides timing and
filing instruction for Robocall Mitigation Database (RMD) registration according to FCC Public
Notice announcing its establishment [4].
Section 7 provides information for wholesale operators on how to deliver traffic directed to
USA through terminating US operators after the deadlines set by FCC. Actions required to
international wholesale operators are based both on the analysis of FCC regulation as well
as on the feedback i3forum directly received by two major terminating US operators. The
fundamental change of international wholesale operator liability driven by FCC regulation is
depicted in Section 8.
Finally Section 9 describes some medium/long-term enhancements that could be adopted by
operators (separated trunks, delegated certificates, STIR/MIXER and CLI Safe Zone) in
order to increase the attestation level of voice traffic classified as “trusted” by originating
operator.

5.

FCC regulation and foreign voice traffic

In FCC Second Report and Order on Call Authentication a foreign voice service provider is
defined as “any entity providing voice service outside the United States that has the ability to
originate voice service that terminates in a point outside that foreign country or terminate
voice service that originates from points outside that foreign country” (see [1], par. 92).
The FCC requires all voice service providers to implement STIR/SHAKEN framework as call
authentication technology on their IP portion of network (STIR/SHAKEN works only on IP
networks) by June 30, 2021. A service provider may obtain an extension of the deadline, but
during the extension period it must apply a robocall mitigation program or apply an
alternative method that has the purpose of protecting users from unauthenticated calls. It is
important to be registered in the RMD, since the commission “prohibit intermediate providers
FCC Robocalls Order: Impacts on International Voice Traffic to USA - Release 1.0 – June 2021
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and terminating voice service providers from accepting voice traffic directly from any voice
service provider that does not appear in the database” (see [1], par. 86).
These rules also apply to foreign voice service providers that use portions of NANP that
pertain to the United States to send voice traffic to residential and business subscribers in
the United States. This means that foreign voice service providers must follow the same
certification requirements as domestic voice service providers in order to be listed in the
database. In particular, to be listed in the database, these providers must certify either that
they have implemented STIR/SHAKEN or comply with the robocall mitigation program
requirements outlined above by “tak[ing] reasonable steps to avoid originating illegal robocall
traffic and committing to cooperating with the Commission, law enforcement, and the industry
traceback consortium in investigating and stopping any illegal robocallers that it learns are
using its service to originate calls” (see [1], par. 86, 92).

6.

Timing and filing requirements

FCC issued a Public Notice announcing the establishment of the Robocall Mitigation
Database (RMD) portal for certifications regarding robocall mitigation programs and
providing guidance on filing procedures [4].
The portal is available at: https://fccprod.servicenowservices.com/rmd?id=rmd_welcome.
The deadline to file certifications is June 30, 2021. From September 28, 2021 intermediate
and terminating voice service providers must only accept traffic from providers that appear in
the FCC’s certification database.

7.

Actions required to international wholesale operators

Even though FCC regulation applies only to voice traffic originated abroad with calling
identity belonging to USA numbering plan, terminating operators in USA may require their
interconnected partners to register into the Robocall Mitigation Database (RMD) in order to
continue delivering any international voice traffic to US fixed and mobile subscribers.
According to the feedback received by two major terminating US operators the reason
behind this is that operators might not be able to discriminate or policy voice traffic based on
the calling identity when traffic subject to FCC regulation (e.g. call generated by US outbound
roamers) is mixed up with other international traffic.
Therefore international wholesale operators that wish to continue delivering voice traffic
directed to USA through any terminating US operator are supposed to register into the RMD
as intermediate providers. By registering into the RMD, operators accept the “terms &
conditions” set by FCC. In particular, should any robocall complaint involve their network,
they accept:


to collaborate to the traceback activity in order to identify source of illegal traffic



to stop delivering traffic received from their interconnected partner identified as
sender of illegal traffic

Each international wholesale operator has to check binding legal obligations behind RMD
registration and take proper action towards its customer operators.
Should the international wholesale operator decide to register into RMD so as to continue
delivering traffic to USA after deadlines set by FCC, there are alternative mechanisms that
could be adopted in the mid-long term in order to improve the attestation level of calls
directed to USA, even without being part of STIR/SHAKEN framework (see Section 9).
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8.

F
FCC regulation and
a fund
damental change of carrie
er liabilitty

The ma
ain purpose of the FCC
C TRACED Act is to prrovoke a pa
aradigm shiift in carrierr liability.
In previious years, the US go
overnment (legislators
s/regulators) has madee combatin
ng illegal
robocalls a top co
onsumer pro
otection priiority. There
efore, the new
n
rulingss include means
m
to
provide the FCC with
w
the leg
gal means to traceback hostile sources
s
of traffic and impose
fines. C
Consequentlly, foreign carriers
c
musst also com
mmit to coop
perating witth the FCC,, US law
enforcement, and the Industtry Traceba
ack Consorrtium in inv
vestigating and stopp
ping any
illegal ro
obocallers that
t
it learns are using
g its service
e to originate calls. Forr internation
nal voice
traffic, fforeign carrriers will als
so become part of these rulings and
a the reggistrations in FCC’s
RMD sh
hould be un
nderstood in
n part as a waiver for US interme
ediate and tterminating carriers
to accept traffic fro
om foreign carriers ussing US num
mbering res
sources. Im
mplicitly, it becomes
b
the resp
ponsibility of
o the foreig
gn carrier tto justify the use of th
heir servicee for the tra
ansfer of
legitima
ate calls to
o the US. In case o
of illegal ro
obocalls an
nd possiblyy including privacy
violation
ns, the fore
eign carrier will be con
ntested by the
t FCC, with
w the ultim
mate result that US
intermediate and te
erminating carriers wil l be forced to block all inbound U
US traffic fro
om such
foreign carrier. Thiss is a funda
amental cha
ange from current
c
prac
ctices, as th is traceback makes
the originator of the
e traffic liab
ble for provid
ding service
es to hostile
e traffic sourrces.

9.

P
Possible
e enhanc
cements to delive
er interna
ational c
calls to USA
U

FCC Public Noticce on Calle
er ID Best Practices [3] include
es the posssibility to manage
internattional voice traffic with
h alternative
e mechanis
sms aiming to assist w
with interop
perability
when S
STIR/SHAKE
EN is not available.
a
Ad
doption of these
t
mech
hanisms couuld lead to apply A
attestation level to calls whose
e caller ide ntity is classified as “trrusted” by ooriginating operator.
o
The bassic assumption is that there is a h
high level off trustworthiness betweeen termina
ating US
provider and its inte
ernational partners.
p
ws that there
e are some enhanceme
ents that co
ould increas
se effectivenness, efficie
ency and
It follow
scalability of the solution.
s
Th
hese could be progres
ssively adopted by opperators in order to
increase
e the attesta
ation level of
o selected voice traffic
c.

9.1.

S
Separated
d trunks

As a po
otential me
edium-term solution to
o combat Robocall
R
tra
affic delivere
red in the USA
U
via
internattional path, the propos
sition is to cclassify reta
ail originated traffic (whhich include
es voice
traffic generated by
b US subsc
cribers roam
ming abroa
ad as well as
a retail hom
me subscribers) as
‘trusted’’ when delivvered by the internatio
onal carrier that directly
y collects trraffic from the
t retail
operato
or.

Fig. 1 – Sepa
arated trunk
ks for the de
elivery of “trrusted” trafffic
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It is of utmost im
mportance that
t
retail traffic that is placed in separatted trunks is “true
originate
ed traffic” i.e.
i
coming from the rradio netwo
ork. Such traffic
t
can bbe candida
ate for A
attestation traffic (ssee [3], par. 3.2 for atte
estation lev
vels definitio
on). Tracebaack is supp
ported by
having the retail operator
o
dire
ectly conne
ected to intternational carrier delivvering traffiic to US
operato
ors (no intermediate hops). Registrration in the
e RMD is still requestedd.

9.2.

D
Delegated
d certificattes

Delegatted certifica
ates solution
n focuses o n an entity within the FCC
F
governned framework, ”the
delegato
or”, to delegate its cerrtificates to an entity outside the FCC
F
governned framew
work, the
“delegatee”.

Fig. 2 – Call setu
up with Delegated Certifficates

needs to be
e a high lev
vel of trust between th
he two entities. This soolution is traceback
There n
complia
ant, but the
e delegatorr will alwa ys be held
d responsib
ble for thee behaviourr of the
delegate
ee by the FCC.
F

9.3.

S
STIR/MIXE
ER and CL
LI Safe Zo ne

The ST
TIR/MIXER solution is a proposa
al to interco
onnect the GSMA seccure domain (to be
created) with the FCC
F
governed STIR/SH
HAKEN dom
main. The id
dea is that bboth domain
ns make
ublic key ce
ertificates av
vailable to each otherr and that th
here is bilaateral trust between
b
their pu
the issu
uers (roots)) of both ce
ertificates. GSMA mem
mbers would than onlly deal with
h GSMA
procedu
ures to obta
ain certifica
ates. Trace back and obtaining
o
th
he right atteestation forr calls is
blended
d in this solu
ution.

Fig. 3 – Tr usted doma
ains and CA
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The CL
LI Safe Zone is an i3fo
orum propo sal to creatte a bubble
e within thee internation
nal voice
carrier ccommunity where the calling
c
iden
ntity is guara
anteed to th
he be autheentic. When
n the call
leaves tthe safe zon
ne at the ca
arrier on the
e USA edge
e A attestatio
on level cann be applied
d.

Fig. 4 – C
CLI Safe Zon
ne concept

This willl be possib
ble thanks to
o the creatiion of a sec
cure domain among innternational carriers
involving their dire
ectly connec
cted retail o
operators. The
T
basic assumption
a
n is that the
e secure
domain and FCC domain
d
will make thei r public key
y certificate
es availablee to each otther and
there is bilateral tru
ust between
n the issuerss (roots) of both certific
cates.
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