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Restoring Public Trust

IN INnternational Communications

An Industry Call to Action
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"The bad guys aren't just sitting still': Robocall
scammers getting more sophisticated

TECH

KDKA
NEWS Consumers Don't Trust

Phone Calls From
Businesses. Here's How To

Restore Their Faith.
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VISIt: hee. - SChEQY 11 g The Robocalls Problem Is So Bad
Scammers can slip fake texts into , .
legitimate SMS threads. Willa | "/J/,D/e That the FCC ACtually Dld
government crackdown == ede//'ye/_ Somethlng
iFg R}thﬁTzw A cybersecurity expert explains how we might learn to trust our phones again

Phone scams are 'exploding' and costing
vulnerable Australians millions, new data shows
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Spamming, spoofing, robocalling, phishing..

Unwanted [ illegal international commmunications

Facing the triggering a global telco services crisis
Challenge . The public - consumers, businesses, administrations -
of our Time are affected

- National Regulatory Authorities (NRAs) step in to
protect the public




Individual national approaches make a consistent approach complex 3¢ |
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Various National Approaches to Robocall Protection for International Incoming Calls (and Messages)

L 2. CUI Valldating Solutions 3. Roaming Status Cheoks S S . vering P
r ||P = etting roceass

Solutions
Call Blocking Trafflo Statistics

Voice €U Sanity Chacks DNO CLI Remowval
Pollcle=

<Ll validation and

us US STIR/SHAKEN TCR DNCO In 2023

Canada Canadian STI/SHAKEN N.a. N.a. N.2. N.o.
France French version N.g. N.o. N.a. N.a. DNO N.a.
- On inlernational <L Validalion and
Australia " N.=a. Industry Codec CS61 MN.a. N.a. N.a. DNO N.=a.
Delgium MN.a. N.a. CLI guidelines BIPT MN.a. N.a. N.a. N.a.
Latvia M.a. N.2. CLI muidelines NRA MN.a. N.o. N.a. N.2.
Regul alion and Nkorns
Norway M.a. N.a. Operator agreement N.a. N.a. N.a N.a
a1 a9 22
11 gundelines (Xrom
M- (from
] onsults - A i = = ~ :
LIK Consultation 2= (& 25 §Q’JHQ.'ZU). National CLI (except Yo Under study tinder study o N A
moblle)
Guidelines Tralicom Via 557 SRI-SM
Finland M.a. N.a. Nalivnal CLI {excepl It CLI not trusted Dased on APl call access N.=a.
mohile)

reland Undcr study N.2. 11 gaindelines 1K1 2. Bascd on APl call CAMEL triggering N.a.

Sermmany M. N.a. For cpecific CLI ranges I CLI ol Lhusled L CAMIEL U ixgering N.a.

“aud Araben N D N N.=a. Hased on Ss7 ALl N A N A
Ornan M.a. N.a. N.3a. L Based on S57 SRI-SM N.g. N.a.

MEF- In progress =/
Ircland Undcr study senderip Fixed line complcte In uUndcr study Undecr study under study N.a.
senqerll. opcrators

Sweden Under discussion

N . " - - CLI validation
Indin N A Bleckenain A"M"hf“"'d LIS N A N A N~ Al/MI -hin<ed N
gIstry ay 20235 filterning May 2025
May 25 — block
nMalaysia N SMS hrom lucal
and int. mobile no
“pon U
) Lenderiy.

Source : i3forum, including industry input led by gl i Pa. A L9).Y. W and X Connect

A Somos Company
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Substantial and burden on NRAs — with
limited authority internationally

Impacts entire
iInternational
communications
ecosystem

Confusion and increased complexity in the Telco
community results in

international
communications presenting as “high risk” traffic
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Multiple potential points of failure (blocking) exist based
upon the specific mandates in place
* Gateway carrier may block the call if the visited network operator is not

registered
* Home network operator may block if the call is not signed or if transit carrier
Use Case is not registered
International
. Initiated Call ‘ Visited Operator » International Transit» Home Operator ‘ Received Call
roamin g Services
disruption J ((( ))> J
(USA regulations) P g‘ |
Int'| Roamer — Foreign SP — Gateway carrier Domestic carrier—  Called Party -
CLI domestic to Registration — obligation to requires signature Domestic B#
called country required block, sign, or

pass signature
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Use Case
Cloud Based
Contact
Centre

T

London-based
customers

Manchester-based
customers

Call them using
London numbers

C——

Call them using
Manchester numbers

Legitimate call presenting
UK enterprise number but

Procures Cloud-based
Contact Centre platform

: : hosted outside UK : pay
Enterprise with per use

offices in
londonand e 4

Manchester

1 Procures London and
Manchester city
numbers to receive
calls from local callers

(]
[ J
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Hosted in USA

-

\_

Contact Centre
platform hosted
in AWS outside

Cloud-Based

UK y

received from international
platform

UK Telecom
operator
P PAID “USA”
From “London” or
“Manchester”

i3forum.org@



Lessons

learned
(USA regulation)
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Coordination
Uncoordinated response, driven by NRAs only, has limitations

» “whack-a-mole” situation
« Address the origin end of the problem

« Compatibility and interworking are key

Inclusivity
Int’l Carriers are part of the solution, need to be part of the discussion

« Can provide the “link” between NRAs

* Have experience in working together

Mixed results in the USA so far
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Collaboration: stakeholders need each other

* Industry players need to engage with NRAs (decision making,
enforcement)

Need for joint, . N |
- Individual NRAs alone cannot efficiently combat unwanted/illegal
u nited res ponse communications either as an international angle is needed

from both

Industry and NRAs Paradigm shift

« Complex, global issue that requires collaboration

* Need an unprecedented level of cooperation between the
international Carriers Industry and the NRAs

* Need to jointly discuss, agree and implement a comprehensive
framework, efficient and viable

i3forum.org
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Industry and NRAs share same objectives

fA‘ QIOb.C'I’ 1. Reduce unwanted/illegal communications in general
Inclusive, (spoofing, spamming, robocalling...)

agile,

coordinated 2. Restore Trust in international communications
response

3. Enable trusted [/ branded communications

I3forumsorg




Addressing NRAs concerns with Industry support

Proposed phased approach: initial focus on int’l Voice - Trust in Voice Services, CLI

Tackle immediate issues : Legitimate International Traffic
a Using National CLI

Roaming
International Call Center outsourcing
International DIDs

e Address more complex aspects requiring advanced
NRAs — Industry cooperation

CLI Validation (KYC [ KYT) through the traffic chain

International interworking between national solutions

International Call Traceback (incl registration, single
global database...)

C2 General



Basic CLI validation on international calls i3 forum |
« Cll valid on National and Global Numbering Plan.
« ClLlI not listed on Do-Not-Originate List

National CLI on international trunks

» Mobile roaming calls
« Outsourced Call Centres
Some « Enterprise Global DIDs

initial International Traceback
thOug hts - Global, international database & process

International trusted CLI solutions
- Enable “trusted calls” with delivery of trusted CLI indicator
e« Branded calls — brand name of Caller ID, call reason text

Interworking between national solutions

« Trusted Calls from originating country transited & delivered to
terminating country as Trusted Call with verified CLI.

I3forumsorg




Our vision: Co-developing policy, governance i3forum |

Unified Guidance & Solutions

- Standardized global guidance
- Industry viable solutions

. Start with international calls with
National CLI inbound to country

Self/Joint Regulation Framework

. Joint/self-regulation framework to
enforce unified guidance & solutions

- Opt-in framework for Carriers, NRAs

. Compliance at Carrier or trunk level

. Compliance monitoring, enforcement

. Compliance may bring “Trusted
Carrier” benefits from participating
NRAs & fellow Industry players

- Non-compliance results in Industry
and NRAs inflicted penalties

Joint Governance

- Joint overall management of
the joint/self-regulation
framework (NRAs, Industry)

. Jointly address NEW issues,
adapt & improve framework
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Industry best practices & initiatives
« i3forum/GLF joint Code of Conduct on Voice Fraud
« i3forum/GSC MoU on SMS Fraud
I3forum not the only - Messaging Code of Conduct building on MEF work
P . « KYT expertise
ones thlnklng this « i3forum Numbering Plan Community
- CLI Safe zone concept developed by i3forum

* Greattraction in the industry « Working with National Telco Associations

« Confirmed support from other
industry organizations
« Work has already started

NRA best practices
« KYC: validation of CLI and right-to-use

« IsRoaming: is a consumer actually roaming?
Improvements can be enabled through regulation

« Traceback: requires regulation
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Thank you for your attention

Your feedback is very much appreciated

iI3forum is very interested in progressing this
discussion with you

I3forumsorg




