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Source : www.cfca.org 

By	  the	  'me	  you	  admire	  this	  picture	  and	  think	  about	  the	  
beau'ful	  Windy	  City,	  Telecom	  operators	  would	  have	  lost	  	  
globally	  almost	  88	  Thousand	  USD	  to	  Frauds	  .	  	  

That	  is	  46 Billion USD in	  a	  year	  !!!!	  
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PBX Hacking – Modus Operandi 
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Artificial Traffic.. 
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Artificial Traffic 

Artificial Inflation of Traffic      Methods 
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Fraud: A million dollar business 

Roaming Fraud 6.1 

Wholesale Fraud 5.3 

PRS –Abuse 4.7 

Satellite Fraud 3.5  

Hardware Reselling 3 

Call Sell  2.8 

IMEI Reprogramming 2.6 

Arbitrage 2.2 

Wangiri  2.2 

Simbox Fraud 2 

IRSF International Revenue Share Fraud 1.8 

Payment Fraud 1.8 

Theft 1.44 

D DOS 1.4 

Commission Fraud 1.4 

Private Use 1.2 

Domestic Revenue Share Fraud 0.8 

Spamming 0.8 

Source : www.cfca.org 

Losses in Billions USD 

Operators lost 46 Bn USD to Frauds in 2013.   
Key Concern is Artificial Inflation of Traffic 
(AIT) 
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The Fraud WS started in Sept 2011 

Objective 
–  Show the Industry that the Wholesale Industry 

recognizes this situation  
–  and is actually working to solve it 
–  Promote a fraud-less IP eco-system 

Scope 
–  Focus on the specifics of wholesale carriers 

–  Define best practices for wholesale carriers 

Context 
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Members 

18 regular carriers 

Post Luxemburg SFR 

iBasis 

TeliaSonera 

PCCW 

Telecom New Zealand 

AT&T 

WIS 

Tata Communications 

KDDI Global 

BICS 

Orange 

Telstra 

Telefonica 

BTS 

Telenor 

TI Sparkle 

Deutsche Telekom 
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Results 

i3F guidelines become an Industry standard 

External collaborations are evolving 
–  BEREC and European NRAs 

–  PITA 
–  GSC , ITRF 
–  FIINA 

–  GSMA 
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Definition of fraud and best practices in case of 
fraud dispute 

Current work plan 
–  PBX configuration best-practices 
–  CLI manipulation and origin-based-pricing 

environment 
–  SMS and roaming fraud 
–  OTT situation 

–  Robo-calls 
–  Information share 

Scope of activities 
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Any questions... 
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Thank You 
 


